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	PROCEDURE 8.7 
INFORMATION MANAGEMENT



	
Number
	
Procedure

	
Related National Disability Insurance Scheme Quality Practice Standards

	8.7(A)
	Information Management Systems
	




2

	8.7(B)
	Information Collection
	

	8.7(C)
	Access to Records
	

	8.7(D)
	Management of Records
	

	8.7(E)
	Physical Files Management
	

	8.7(F)
	Server/Intranet Information Management
	

	8.7(G)
	Flow Logic Customer Management System
	

	8.7(H)
	Email
	

	8.7(I)
	MYOB
	

	8.7(J)
	Google Drive
	

	8.7(K)
	WhatsApp
	

	8.7(L)
	Communication / File Notes for Service User
	

	8.7 (M)
	Safe Communication with young people 
	



Definition 

Information management (IM) is the collection and management of information from one or more sources and the distribution of that information to one or more audiences. This sometimes involves those who have a stake in, or a right to that information.

Management means the organisation of and control over the structure, processing and delivery of information. The objective of Information Management (IM) is to manage data efficiently and to make information secure, easily accessible, meaningful, accurate and timely that supports data driven decision making.

Information management is an umbrella term that encompasses all the systems and processes within an organisation for the creation and use of corporate information. Information management therefore encompasses:
•	people 
•	process 
•	technology 
•	content

Information management is an organisational responsibility that needs to be addressed and followed from the uppermost senior levels of management to the front-line worker. Better Together must be held and must hold its employees accountable to capture, manage, store, share, preserve and deliver information appropriately and responsibly. 


8.7(A) 	Information Management Systems

Rationale

There are many different ways and places that information can be shared and stored. Efficient and effective record keeping is maintained well when employees know where to access and store that information.  Better Together has a couple of different information management systems in place for the delivery of Better Together services. 

Detailed procedure 

Each system will be outlined as its purpose. They include:
· Physical Files – files that have printed copies of information,
· FlowLogic - FlowLogic is a cloud-based customer management system. FlowLogic is an award-winning cloud-based NDIS software that offers a complete solution for participant management. This system is now our primary system used for primarily managing information for service users, staff and our programs. 
· Intranet/server – Since its creation in 2014, Better Together has utilised a computer-based, cloud-accessible filing system to store all organizational information. This file-based system accommodates various types of data, primarily including archived materials, forms, templates, and quality assurance documents.
· Emails – Better Together uses Microsoft Office 365 accounts that provide some of the staff with Better Together organisation email accounts and email usage. This is a major part of our communication system. 
· Google Drive – Google Drive is used to securely store, share, and manage files in the cloud. It enables real-time collaboration and easy access from any device, enhancing productivity and efficiency in handling documents and information.
· WhatsApp- WhatsApp is used as a secure text messaging system to facilitate easier and more efficient communication among staff.
· MYOB – MYOB is a software solution designed to streamline accounting, payroll, and other financial processes for businesses. It helps manage invoicing, expenses, and payroll, providing accurate financial insights to facilitate informed decision-making and compliance.
8.7 (B)		Information Collection

Rationale 

Better Together abides by the national privacy principals of collection. Better Together will only collect essential information with consent that is necessary and pertinent to successful service delivery. 

Detailed Procedure  

Service User
Better Together will;
· Ensure Information must be consented to be collected and recorded (see policy 3.0 Choice, Control and Consent).
· Service Users can opt out of data collection (this will be recorded on their file) however some information is required to be collected in order to provide a safe compliant service. 
· Better Together will only collect essential information that assists with safe quality service delivery (see policy 1.0 Service Access – intake checklist) 
· Information is reviewed annually (see policy 8.4 Continuous Improvement) 
· Better Together will need to collect:
· Contact details,
· Important medical information, 
· Support and capacity requirements, 
· Interest, likes, dislikes,
· Emergency contacts and procedures,
· Advocate information,
· Limited disability and essential information,
· Risk and triggers, 
· Medication lists,
· Consent to share information, media,
· Copies of NDIS goals,
· Medical Authority completed by medical practitioner (if applicable),  
· Support plan,
· Service agreement, 
· Hazard identification Risk Assessment forms as applicable,
· Correspondence,
· Copies of cards they may wish to have a store (ie ID, companion cards etc). 

Employee

Better Together's staff information is collected and stored on our online customer management system, Flow Logic. Historical documentation for long-term staff is gradually being transferred into the Flow Logic system.

Staff collection information include:
· Basic essential details,
· Emergency contacts,
· Payment details,
· Tax declaration,
· Employment agreements,
· Supervision and appraisal,
· Training records,
· Copies of primary identification, 
· Working with Children Check (blue card) and Disability Worker Screening Check (yellow cards).

Committee Member 

Some small level of information is needed to be collected for committee members, this information is collect and stored either on the Better Together server or in a physical file in the Better Together Filling Cabinet. The information collected includes;
· Basic contact information,
· Copies of ID for Blue card and yellow cards,
· Training and induction records,
· Committee nomination forms and membership forms.

8.3 (C)			Access to Records

Rationale 

Certain records at Better Together are considered confidential and are only accessible as needed for an individual's role or for delivering support. Our records have different levels of permission and access, and all devices and accounts are password protected. While we value openness and information sharing, we prioritise privacy and comply with legal and regulatory requirements.

Detailed Procedure 

· All current hard copy files for participants must be kept in a secure area, such as a lockable cabinet to ensure that only authorised personnel can gain access to personal information of a participant.
· Authorised personnel include Better Togethers’ workers who are employed or engaged to provide support to the participants.
· personal information is not left on view to unauthorised organisational staff, service users or the general public
· All electronic files must be password protected and permission access controls are put in place to ensure confidentiality and security.
· All staff receive training around the National Privacy Principals in their inductions
· Service user's files will automatically be accessible by the external auditor unless they opt-out from the audit. It is an expectation that all staff files as a condition of employment are accessible to the auditor. 
· It is an expectation of all Better Together employee that access to their phones, emails and work Tablets be password protected. 
· All office staff will have mandatory 2 factor authentication process for our Client Management System
· Workers must not undertake any of the following actions without the express approval of the Manager:
· Photocopy any confidential document, form or record.
· Copy any confidential or financial computer data to any other computer, USB or storage system such as Google Docs.
· Convey any confidential data to any unauthorised worker or to any other person

8.3 (D)			Management of Records

Rationale

Management of records means the organisation of and control over the structure, processing and delivery of information. The objective is to manage data efficiently and to make information secure, easily accessible, meaningful, accurate and timely that supports data-driven decision making. Its objective is to design and implement procedures, processes, and routines that provide suitably detailed reports in an accurate, consistent, and timely manner

Detailed Procedures

Better Together will;
· Request from service users and families that they inform Better Together if there is any new information essential for effective service delivery. especially contact information (see policy 3.0 Choice, Control and Consent)
· Ensure the service user knows they can amend the information Better Together keep of them at any time they just need to give us 1 week notice (induction, annual checklist)
· Train the staff on how to update and amend information in a service user file
· Ensure all actions taken by users in client management system are tracked for compliance and tracking purposes.
· Ensure all employees, volunteers and committee members sign confidentiality deeds and codes of conduct 
· During an annual support planning review meeting, update all the details within a service user file, (see policy 1.0 Service Access – induction/review checklist) 
· Sharing essential important information annually to service users and families to ensure they are aware of their rights. (see policy 1.0 Service Access – induction/review checklist) 
· Undertake regular reviews of certain parts/section of information within the systems to audit for compliance (see policy 8.4 Continuous Improvement)  

Archiving
When necessary and at the direction of the manager, a key staff person will: 
· clearly mark the contents and date for disposal,
· retain all obsolete files following current Taxation and Industrial Relation legislation and the Associations Incorporation Act. 

Digital Archiving:
· On the Better Together Server, when a new version of the document is created the older version is moved to the archived file,
· In flow logic all entries are always saved, dated and tracked.

Destruction 
Records held by Better Together are the evidence of transactions or activities that result from providing support to service users. Better Together recognises that destroying individual records or whole files is an offence until the retention period has lapsed.

Better Together will ensure that only the following will be deleted, or destroyed either by shredding or by being placed in an approved destruction bin:
· Draft documents,
· Photocopies of original documents already held on file if there are no annotations on the       copy,
· Original electronic information will only be updated, altered or archived but not deleted.

Better Together will ensure that the following records will not be destroyed until their retention period has elapsed:
· Original documents relating to service users – 7 years
· Staff files - 7 years, except 
· Registers identifying records - 7 years, 
· Financial - 7 years.
Some records can be destroyed in the normal course of business. These are records of a short-term, facilitative or transitory value that are destroyed as a ‘normal administrative practice’. 

Examples of such records include rough working notes, drafts not needed for future use or copies of records held for reference.

8.7 (E)		Physical Files Management

Rationale

Better Together understands its responsibilities in maintaining, archiving and destroying information, particularly information held on behalf of families, employees and information relating to financial activities. Better Together will therefore establish and maintain a secure and logical filing system that stores important records of activities and complies with all relevant legislation regarding the archiving and disposal of files. 

The manager will ensure the information management system at Better Together complies with the National Privacy Principles.

Detailed Procedure
	
General Files 
Better Together will ensure:
· all general documents are filed that are printed are stored at the Better Together office; 
· obsolete files are archived in archive boxed and locked in a storage locked room at the Better Together office
· all filing cabinets are locked at the close of business each day.

Individual Service User Files
Individual service user files are generally held at the Better Together office (If physical). A key staff person will: 
· We retain physical files on a temporary basis until such time that we can stored in the digital filing system. 
· ensure the files are locked in a filing cabinet at the close of business each day; 
· identify files requiring archiving;
· at the direction of the manager, archive obsolete files in a locked filing cabinet; 
· Provide the person with information on the file according to (Policy 4.0 Providing A Service User with Information from their File. See also Policy 4.0 Storage, Retrieval and Disposal of Service User Information).

Staff Files 
All staff files will be held at the Better Together office.
A key staff person will:
· We retain physical files on a temporary basis until such time that we can stored in the digital filing system. 
· ensure files are locked in a secure office at the close of business each day; 
· at the direction of the manager, archive obsolete files in a locked filing cabinet

8.7 (F)		Server/Intranet Information Management

Procedure for intranet/server Files:
The server/intranet system complies with the Australian Government's privacy laws and the information is daily backed up and saved on an Australian Server.

Better Together will: 
· store all computer files on the server, under the appropriate folders: 
· Ensure computer passwords remain confidential,
· Do not download programs to install on Better Together systems from the internet or from a private source. If a specific program is required, the staff member will seek further advice,
· Save previous versions of documents for all types of files, service users, staff, organisational, and governance in archived folders.

The Better Together server is backed up automatically buy the system operators. This occurs at a set time everyday. The backup process enables information to be stored off-site and regular maintenance.

8.7 (G)  		FlowLogic Customer Management System 

Rationale

Access to a secure, protected customer management system provides streamlined, easier centralised more accessible information for a more efficient and effective service delivery system. The system Better Together uses is called Flow Logic and is provided by the company Data Nova.


Detailed procedure 

Better Together keeps a large proportion of our operational service delivery processes in Flow Logic. Flow Logic is used for:
· Collection and Storage of a service user, staff and Skilling Queenslanders for Work confidential information and operational information, some quality assurance processes,
· A centralised location for more efficient service delivery,
· Better Together rostering system,
· Better Together Time and leave Sheet Management,
· Service Billable collection,
· Some registers and report generation.
Privacy:
· The  customer management system’s information is stored on Australian servers, complying with the Privacy Act 1991,
· Access is given on varying levels via the systems permission responsibilities and an employee’s role within the organization,
· A lifestyle coach should only have access to the service user's file of whom they support.
· Flow Logic is a category A digital service provider. Access to the system for all users requires 2 factor authentication.

8.7(H) 		Email 

Rationale

Some written communication needs to be in an auditable format that can be called upon in court proceedings as evidence. Better Together uses Email as a formal form of communication as it is an effective way to engage in one or two-way communication that doesn’t have time urgency. 

Detailed Procedure
 
· Better Together collect the email addresses of every service user, staff and committee member. If a service user does not have an email correspondence will be sent to the service user via post
· No unsolicited emails will be sent to the collected emails, unless they have specifically chosen to sign up for them
· Email can be used as a training tool and updates for employees. 
· Communication is always ethical respectful and inline with the Better Together code of conduct and the privacy dignity and confidentiality policy. 

[bookmark: _Hlk44599121]8.7 (I)		MYOB

Rationale

As a not-for-profit incorporated association, Better Together is obligated to manage its funds ethically and transparently. Annually, an external auditor assesses our financial information and practices to ensure compliance with accounting standards. We use MYOB as our Australian tax and accounting software to meet these standards (see policy 8.1 Service Management Finance).

8.7 (J)		Google Drive 

Better Together utilises a Gmail account to access the Google suite of applications. This account and Google Drive serve as platforms for delivering staff training and collecting satisfaction survey information.

8.7 (K)		WhatsApp

Better Together uses the encrypted messaging system for efficient group messaging amongst team members. Staff have service user specific group chats where they can communicate efficiently about essential information with each other and gain support and guidance from one another. They still must meet the communication requirements for file notes. It is also a communication tool for management that doesn’t replace but compliments emails. 


8.7 (L)		Communication / File Notes for Service User

Rationale

Better Together has a legal requirement to complete shift file notes at the end of every support shift that are factual, objective records of what happened during the shift. These file notes are legal documentation and can be called upon in a court of law

Detailed Procedure  
· Communication/file notes for Participants must include the following components:
· The date of each entry is made.
· The nature of the event in a factual, accurate, complete and timely manner.
· The initials or name of the person making the entry.

· Workers must ensure that all relevant information about the service user is entered into the flow logic system under a service user’s file in correspondence, they should be in a factual, accurate, complete and timely manner (at the end of their shift).
· It is required that workers make an entry in the file notes on each workday even when the person’s day has gone according to plan and without the occurrence of unusual or extraordinary events.
· A file note is required if the service user has cancelled their shift with a short notice or no-show. The Lifestyle Coach will articulate how they found out there was the cancellation, why the service user cancelled and what steps they took to decrease the chances of cancellation if the service user has a history of cancellations. 
· All sections of a file note should be addressed and have something entered.

Notes for the Café Support 

Better Together values the experience of supporting people in valued employment to treat it as real of a working environment as possible with all the same expectations as mainstream employers. No mainstream employment completes file notes for their staff every shift. Instead, Better Together along with the Lagoon Creek Café supports the café employees in completing a Daily Overview and evaluation entries. These entries include:
· What they did,
· How they did
· Who they connected with
· What they want to work on in the future.

Café support staff will assist the café employees to complete a daily overview sheet.
If any other notes of issues or concerns need to be recorded or noted for a café service user the café support staff will create a contact note into the service user file on flow logic. 

8.7 (M) 			Safe Communication with Young People

Rationale
Better Together recognises that communication with children and young people must occur in a safe, transparent and professional manner. Clear communication boundaries help prevent misunderstandings, protect young people from harm and protect staff from allegations of inappropriate conduct.

Detailed Procedure
Better Together will ensure that all communication with children and young people is conducted through safe and appropriate channels.
Workers must:
· communicate with children and young people using approved organisational communication systems only
· maintain professional boundaries in all written, verbal and online communication
· ensure communication remains related to service delivery or program participation
· avoid private or secretive communication with children or young people.

Workers must not:
· communicate with children or young people using personal social media accounts
· use personal messaging platforms or personal phone numbers unless approved by management for service delivery purposes
· exchange personal contact information with children or young people
· engage in communication that could be interpreted as grooming, favouritism or an inappropriate relationship.

Where online communication or digital platforms are used to support service delivery:
· communication must occur through organisation-approved systems or platforms
· interactions should remain transparent and capable of being monitored where appropriate
· Consent must be obtained from a parent or guardian where required.



Related Policy and Procedures 
Policy 10.0 Human Resources
Policy 8.4 Continuous Improvement
Policy 1.0 Service Access
Policy 3.0 Choice, Control and Consent
Policy 8.1 Service Management Finance 
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P ROCEDURE   8. 7     INFORMATION MANAGEMENT  

 

  Number    Procedure      Related  National  Disability Insurance  Scheme  Quality   Practice  Standards  

8.7(A)  Information Management Systems            2  

8.7(B)  Information Collection  

8.7(C)  Access to Records  

8.7(D)  Management of Records  

8.7(E)  Physical Files Management  

8.7(F)  Server/Intranet Information Management  

8.7(G)  Flow Logic Customer Management System  

8.7(H)  Email  

8.7(I)  MYOB  

8.7(J)  Google Drive  

8.7(K)  WhatsApp  

8.7(L)  Communication / File Notes for Service User  

8.7  ( M )  Safe Communication with young   people     

  Definition       Information management   (IM) is the collection and management of information from one or  more sources and the distribution of that information to one or more audiences. This  sometimes involves those who have a stake in, or a right to that information.     Management means the organisation of and control over the structure, processing and  delivery of information. The objective of Information Management (IM) is to manage data  efficiently and to make information secure, easily accessible, meaningful, accurate  and  timely that supports  data driven   decision making .     Information management is an umbrella term that encompasses all the systems and  processes within an organisation for the creation and use of corporate information.  Information management therefore encompasses :   •   people    •   process    •   technology    •   content     Information management is a n   organisational   responsibility that needs to be addressed and  followed from the  uppermost   senior levels of management to the front - line worker.  Better  Together   must be held and must hold its employees accountable to capture, manage, store,  share, preserve and deliver information appropriately and responsibly.     

